MPOEKT

MIHICTEPCTBO OCBITHU I HAYKHU YKPATHH
HanionanbHuii yHiBepcuTeT «HepHIriBcbKa moiTexHika

=
g/

OCBITHBO-TPO®ECIHHA ITPOTPAMA

KIBEPBE3IIEKA
Ilepmoro (0akajnaBpCcbKOro) piBHs BHILOI OCBITH
3a cneniagbHicTIO 125 KibepOe3neka ta 3axuct iHndpopmanii
rajay3b 3HaHb 12 Indopmaniiini TexHoJ10riI

Kpagigikauisi: 6akanasp 3 kidepOe3nexku Ta 3axucry iHgopmauii

3ATBEP/PKEHO BUEHOIO PAIOO
I'osoBa BueHol paau

C.M. lIkaprer

(mporokon Ne Bim"_ " 2023 p.)

OcsiTHs nporpama BBoauThes B Aito 3 01 Bepecus 2024 p.
Pextop 0.0. HoBoMinHe1h

(makaz Ne  Bimg"_ " 2023 p.)

Yepmniris 2023



ITEPE/IMOBA

Po3po06i1eH0 MpOEKTHOIO IPYIIOK Y CKITaIi:

1.

[letpenko T.A., K.T.H., AoueHT Kkadeapu KibepOe3neku Ta MaTEeMaTHYHOTO
MOJICTFOBaHHS (KEPIBHUK MPOEKTHOT TPYIIN).

Tkau HO.M., 3aBimyBau, mpodecop kadeapu kidepOe3neku Ta MaTeMaTHYHOTO
MOJICTIOBaHHS, JI.IIEMA.H., Mpodecop.

[Mlenect M.€., npodecop kadempu kibepOe3neku Ta MaTEMaTHYHOTO
MOJICITIOBAHHA, 1.T.H., Ipodecop.

Po3po06ieno BiAMOBIIHO 1O CTAHAAPTY BHINOI OCBITH YKpaiHM 3a CHEHIaIbHICTIO

125 «Kibepbe3mneka» ramysi 3HaHb 12 «[HpopMaIiitHi TEXHOJIOTI», 3aTBEPAKEHOTO
HakazoM MOH VYxkpainu Bix 04.10.2018 p. Ne1074 ta 3 BpaxyBaHHSM 3MiH BiJIMTOBIIHO
no #akazy MOH Vxkpainu Big 13.01.2022 Ne 26 «IIpo BHeCeHHS 3MIH A0 NEAKUX

CTaHJAPTIB BUIIIOI OCBITHY.

JlomaroTbcst perieH311 30BHINIHIX CTEHKXO0JIEPIB:

Omnipcbkuii 1.P., mokTop TeXHIYHUX HayK, Ipodecop, 3aBiyBad Kadeapu 3aXHUCTy
iHpopmanii HarionanesHoro yHiBepcuteTy «JIbBIBChbKa MOIITEXHIKAY.

€Bcees C.II., nmokrop TexHIYHMX HaykK, mpodecop, 3aBigyBad Kadenpu
kiOepOe3nekn HaiioHanbHOTO  TEXHIYHOTO YHIBEPCUTETY  «XapKiBCHKHIA
MOITEXHIYHUN IHCTUTYT»

Copoxka b.1., koopaunatop Chernihiv.IT.



1. TIpodins ocBiTHBO-TIpOdeciitHoi mporpamu «KidepOesnekay

31 crienianbHOCTI 125 Kibepbesneka Ta 3axuct iHdopmMarii

1 — 3araabHa ingopmanis

IloBHa Ha3Ba BHIOTO
HABYAJIBHOI0 3aKJIAay
Ta CTPYKTYPHOIO
niapo3ainy

Harmionansuuii yHiBepcuTeT «UepHIriBChKa MOMITEXHIKA»
HHI enexkrponHux Ta iHpopMariiiHux TEXHOIOTiH
Kadenpa kibepOe3neku Ta MaTeEMaTUYHOTO MOJICTTIOBaHHS

CryniHb BHIIIOI OCBITH
Ta Ha3Ba KBaJidikamii
MOBOI0 OPHUTIHAJY

bakanasp.
Bakanasp 3 kiGepOe3neku Ta 3axucty iHpopmarii

Odiuiitna Ha3Ba
OCBITHBOI IpOrpamMu

Kibepbe3neka

Tun gumiiomy Ta odcsr
OCBITHBOI IporpamMu

Tun numioMy — OIMHUYHUH.
Junnom GakanaBpa, onuangHAN, 240 kpenutiB €EKTC.
Tepmin HaByanus 3 poku 10 micsiB

HasiBHicTh akpeauranii

Axpenurariitaa komicis MOH. Ykpaina. Ceprudikar Cepis Y Ne 26017688
Big 27 yepBHs 2023 poky. Tepmin aii ceprudikara 1o 01.07.2024 poxy

Iuki/piBeHb

HPK VYxkpainu - 6 pienn, FQ-EHEA — nepmmii mmkn, EQF-LLL - 6 piBenb

IMepexymoBu

Ha 6a3i moBHO1 3arajibHOI CEpeTHBOT OCBITH.

IIpu Bcrymi Ha ©0a3i CTymeHs «MOJOAIIMK OakanaBp» (OCBITHBO-
KBaTiIKAI[IHHOTO PIBHS «MOJOJIIUHN CIIEHialicT») MOKe OyTH BH3HAHO Ta
nepe3apaxoBaHo Pe3yabTaTH HaBYaHHS 00csaToM He Outbie Hixk 120 KpenuTis
€KTC, oTrpumaHi B MeXax IMONEPEIHbOI OCBITHHOI MPOTPAMHU IMiATOTOBKH
MOJIOAIIOTO OakanaBpa (MOJIOAIIOTO CIIEIiaicTa).

[Tpu BcTymi Ha 0a3i cTymeHs «OakajiaBp» 3a IHIIMMH CIEIIAIbHOCTIMHU
Mo>ke OyTH BU3HAHO Ta Tepe3apaxoBaHO Pe3yJbTaTH HaBYaHHS, OTPUMAaHi B
MeXaxX TOMEePeHbOI OCBITHROI MporpamMu oOcsAromM He Oinbime Hixk 90
kpeautiB €EKTC.

[Ipu BcTymi Ha OCHOBI cTyneHs «(paxoBH MOJOIINN OakamaBp» MOXKE
OyTH BH3HAHO Ta Iepe3apaxoBaHo He Oimbiie HiX 60 kpeautiB €KTC,
OTPUMAaHUX 32 TMONEPEAHBOI0 OCBITHROKO MPOTPaMOr0 (axoBOi MEPeABHUIIOL
OCBITHY.

[IpuitioMm Ha OCHOBI CTYIICHIB «MOJIOAIMNKA OakanaBp», «hHaxoBU
MOJIOIIINI OakamaBp» a00 OCBITHBO-KBaMI(IKAIIHOTO PIBHS «MOJIOIIIUN
CHeUiayicT» 3IIHCHIOEThCA 3a pe3yJbTaTaMu 30BHIIIHBOTO HE3aJICKHOTO
OIIIHIOBAHHS B TIOPSIJIKY, BU3BHAYCHOMY 3aKOHOJABCTBOM.

Moga (u) BUKJIaAaHHS

YkpaiHcbka

Tepmin aii ocBiTHBOI
nporpamMu

10 3aMiHU HOBOIO

InTepHer agpeca
MOCTIiHOT0 PO3MillleHHSA
OMHUCY OCBITHBOI
nporpamMu

https://op.stu.cn.ua/view/total view.php

2 — MeTa oCBiTHBOI MporpamMu

[TinroroBka ¢axiBiliB, 31aTHUX BUKOPHUCTOBYBATH TEXHOJIOTII KiOepOe3mekn, a TaKoK BIPOBAIHKYBATH Y
BCi chepH iSTIBHOCTI HOBITHI iH(OpMaIliiiHi TEXHOJIOTIT Ta IporpaMHe 3a0e3MeUeHHS

3 — XapakTepucTHKA OCBITHbOI MPOrpamMu

IIpeameTHa 001acTH
(rany3pb 3HaHb,
cneniajabHICTh)

I"any3s 3nanb 12 [Hpopmaiiini TexHomOriT

CremianpHicTs 125 KiGepbOe3mneka Ta 3axuct iHpopMarrii

006’exTH npodeciiiHOI TiATBHOCTI BUTYCKHUKIB!

— o0'extn iH(pOpMaTH3allii, BKIIOYAIOUYM KOMITIOTEPHI, aBTOMAaTH30BaHI,
TEJIEKOMYHIKaIliiiHi, iHpopManiiiHi, iH(popMaLiiiHO-aHaAII THYHI,
iHpopMaIifHO-TEIEKOMYHIKAIIIHI  cHCTeMH, 1HOpMaIiitHl  pecypcu 1
TEXHOJIOT1;




— TexHoJIorii 3a0e3neueHHs Oe3nexu iHpopmarlii;

— IIpolIecH yIpaBIiHHS iHQOpMaIliiHO0 Ta/abo KibepOe3nekor 00’ €KTiB, 0
MiJIATaI0Th 3aXUCTY.

Lini naByaHHsA: miaroroBka ¢axiBiiB, 3JaTHUX BHUKOPUCTOBYBATH 1
BIPOBA/DKYBAaTH  TexHoJorii  iHopmauniiiHoi  Ta/abo  kibGepOesneku.
TeopeTu4yHmii 3MICT MpeAMETHOI 00J1aCTi

3HaHHA — 3aKOHOJAB40i, HOPMATHUBHO-NIPaBOBOi 0a3u YKpaiHU Ta BUMOT
BIJIMOBIIHUX MDKHAPOJHUX CTaHIAPTIB 1 MPaKTHK IIOJA0 3IIMCHEHHS
npodeciiiHol NisIBHOCTI; — MPUHIMIIIB CYIPOBOAY CHUCTEM Ta KOMILJICKCIB
iHpopmaniitHoi Ta/abo kiOepOesmeku; — Teopii, Moaenel Ta NPUHLUIIB
VOpaBIIHHSA JOCTYNIOM 10 1H(GOpMAIIHHUX PECcypciB; — Teopii CUCTEM
yInpaBiiHHS iH(popMmariiiHoo Ta/abo kibepOe3neKkoro; — MEeTo/IiB Ta 3aco0iB
BUSIBJICHHS, YIPaBIiHHS Ta ineHTU(IKaIli pU3UKiB; — METOJIB Ta 3aco0iB
OLIIHIOBAaHHS Ta 3a0e3neueHHs] HeOOX1JHOTO PiBHS 3aXMIIEHOCTI 1H(POpMAaLlii;
— METO/IIB Ta 3aCO01B TEXHIYHOT'O Ta KPUMNTOrpaiqyHOr0 3aXHUCTy iHPOpMAIIii;
— CcyyacHHMX 1H(OpPMAIIITHO-KOMYHIKAIHHUX TEXHOJOrIH; — Cy4acHOro
MporpamMHO-anapaTHOro  3abe3nedeHHs  iHPOpMaIiHHO-KOMYHIKAI[IHHUX
TEXHOJIOT1H; — aBTOMaTH30BaHUX CUCTEM MPOCKTYBAHHS.

MeToau, METOAMKH Ta TEXHOJIOTII:

Metoau, MeTOAMKH, iH(OpMAaIiiiHO-KOMYHIKaIiifHI TeXHOJIOTii Ta iHII
TexHoyiorii  3a0e3medeHHs  iHdopmariiiHoi  Ta/abo  KibepOe3meKwu.
IHcTpyMeHTH Ta 00JIaIHAHHS:

— CHCTEMH pO3p0OKH, 3a0e3MeUYeHHs, MOHITOPHHTY Ta KOHTPOJIIO MPOIIECiB
iHdopmariitHoi Ta/ abo kibepOe3meku; — CydacHE MpPOrpaMHO-arapaTHe
3a0e3nedyeHHs iHhOopMaIifHO-KOMYHIKAIIHHIX TEXHOJIOT1H.

OpieHTanisa oCBiTHBLOI
nporpamMu

OcBiTHBO-TIpOdeciiiHa

OcHoBHMI (pOKYyC
OCBITHBLOI IPOrpamMu Ta
cremiaJaizamii

3aranpHa oOcBiTa B Tany3l 3HaHb 12 IHdopmamiitHi TexHoOJOTT 3a
cnenianbHicTio 125 KiGepOe3neka Ta 3axuct iHpopMmariii.

AKIIEHT Ha CHCTEMHOMY aHajli3l 3/00yTKiB BITYM3HSIHUX Ta 3apyODKHUX
JOCIITHUKIB JJIS1 IPUMHATTS OOTPYHTOBAHUX MPOQECIHHUX pilIeHb 32 YMOB
HEBHM3HAYEHOCT] Ta MIHJIMBOCTI 30BHIIIHBOTO CEPEAOBHINA 3 BPaXyBaHHIM
pe3epBiB  Ta MOXIUBOCTEH 1HHOBAIIHHOTO PO3BUTKY BHYTPIIIHHOTO
Cepe/IoOBUINA ITiIMPUEMCTBA HAa OCHOBI IIMPOKOTO BHKOPUCTAHHS CYYacCHHUX
iH(pOpMaIIfHUX TEXHOJIOTIH.

KirouoBi cnoBa: kibepOesneka, iHdopmaliiiina Oesneka, iHbopMariitHi
TEXHOJIOT1, 3aXUCT iH(opMaIlii

Oco0uBocTi
nporpamMu:

®dopMyBaHHS KOMIIETEHTHOCTEH B yMOBaX HECTaOUIHHOCTI 1H(POpPMAIIHHOTO
Cepe/IoBUIla Ha OCHOBI NMPHHLMUIIB 1HHOBAIITHOTO PO3BUTKY Ta CY4aCHUX
iHpOpMaIIHHIX TEXHOJOTIM.

4 — IlpuaaTHicTh BUNYCKHUKIB
0 MPAlEBJANITYBAHHS Ta MOAAJIbIIOT0 HABYAHHS

IMpugaTHicTs 10
npaneBJAIITYBAHHSA

Daxiseys 3 Kibepbe3neku ma 3axucmy iHpopmayii modice 3aumamu nepeuHHi
nocaou:

— AJMiHICTpaTOp MEPEXK 1 CUCTEM;

— ®axiBerp 3 uTaHb 0e3neku (1HGopMaIliiHO-KOMYHIKaIlIiMHI TEXHOJIOT11);
— ®axiBerp 3 MATPUMKH IHPPACTPYKTYPH KiOEP3axuUCTy;

— ®axiBelnp 3 pearyBaHHs Ha IHIUACHTH KibepOe3neKu;

— @axiBelp 3 TECTYBaHHS CHCTEM 3aXUCTY iHpopMalii;

— @axiBelp 3 TEXHIYHOTO 3aXHCTy iH(popMalrlii;

— @axiBenp cepH 3axucTy iHPOpMAIlii;

— Po3pobHuk cucrem 3axucty iHpopmarii;

— @axiBelp 3 po3poOJICHHS KOMITIOTEPHHUX IPOTPaM;

— ®axiBerp 3 oprasizarii 3axucty iHhopmarlii 3 00MEKEHUM AOCTYIIOM;

— ®axiBerp 3 peKUMY CEKPETHOCTI,




— @axiBelp 3 KpUNTorpadivHOro 3aXucTy iHpopmaii;
— Incnexrop 3 opranizailii 3aXUCTy CeKpeTHOI iH(popmarii.

IToganabiie HABYAHHSA

Mo>HBICTh HaBYATHUCS 3a MpOrpaMaMH JAPYyroro (MariCTepchbKoro) piBHS
Bumoi ocBith. HalOyrrts ngomatkoBux  kBamiikamii y  cucremi
MICIISIAUIUIOMHOT OCBITH.

5 — BukjaganHsg Ta OMiHIOBAHHSA

Buxkiaaganug ta
HABYAHHSA

OCHOBHI MiIX0AMU, METOJHM Ta TEXHOJIOTII, SIKi BUKOPUCTOBYIOTHCS Y JaHii
nporpami: mpobOJeMHO-Opi€eHTOBAaHE HAaBUaHHS, HaBUaHHS B cuctemMi Moodle,
CaMOHAaBYaHHSI.

BuknaganHs MpoOBOAMTHCS y BHUIJISIL: JICKIIH, MYJIBTHMETIMHUX JCKIIIN,
CeMiHapiB, MNPaKTUYHUX 3aHATH, JIAOOPATOPHUX POOIT, CaMOCTIHHOTO
HaBYaHHS, 1H/IUBITyaJIbHUX 3aBJIaHb.

OuiHBaHHA

OmiHroBaHHS  pIBHA  3aCBOEHHS  OCBITHbO-TIpo(eciiiHOi  mporpamu
3MIMCHIOETHCSA 3a JOMOMOTOI0 TOTOYHOTO, MOJIYJIBHOTO 1 TiJCYyMKOBOTO
KOHTpotO (yCHI Ta THCHMOBI eK3aMeHH, Nu(epeHIiiiHI 3aliku, 3aiiK,
KypcoBi po0OOTH Ta MPOEKTH, MpPE3EHTAIlil TOIIO), a TaKOX ITiJICyMKOBOI
aTecrariii.

6 — IIporpamMHi KOMIETEHTHOCTI

InTerpanbna
KOMIICTEHTHICTEL

3MaTHICTh PO3B’SA3yBaTH CKJIAQJHI CICMialli3oBaHl 3aavi Ta MPAKTHYHI
npobiemu y ramy3i 3a0e3medeHHs iH(opmaniiiHOi Oesmeku  1\abo
KiOepOe3meKku, IO XapaKTePU3YEThCS KOMIUICKCHICTIO Ta HETOBHOIO
BH3HAYCHICTIO YMOB.

3araJjnHi
KOMIIETEHTHOCTI

K3 1. 3gaTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHUX CUTYaIIisX.

K3 2. 3nanHs Ta po3yMiHHS IPEAMETHOI 001acTi Ta po3yMiHHS MTpodecii.

K3 3. 3garnicTh npogeciiiHo cCriKyBaTucs A€p>KaBHOIO Ta IHO3EMHOIO
MOBAaMH SIK YCHO, TaK i MMCHbMOBO

K3 4. BMiHHS BUABISATH, CTABUTH Ta BUPIIIYBAaTH MpoOIeMu 3a
poQeCiiHUM CIIPSIMYBaHHIM

K3 5. 3garnicTh 10 momryky, 00poOieHHs Ta aHalizy iH(popMariii.

K3 6. 3natHicTh pearnizyBaTH cBOi IIpaBa i 000B’SI3KHU K WIEHA CYCIHIbCTBA,
YCBIIOMIJTIOBATH IIIHHOCTI TPOMAASHCHKOTO (BUIBHOTO JE€MOKPATUYHOTO)
CYCHIbCTBA Ta HEOOXIAHICTH HOTO CTAJIOTO PO3BUTKY, BEPXOBEHCTBO IpaBa,
mpaB 1 CBOOO/T JTIIOJIMHU 1 TPOMAJsTHUHA Y KpaiHH.

K3 7. 3naTHicTh 30epiraTv Ta MPUMHOXKYBATH MOpaibHI, KYIbTYpHI, HAYKOBI
IIHHOCTI 1 JOCSTHEHHS CYCIIJIbCTBA Ha OCHOBI PO3yMIHHS icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY MpEeAMETHOI o0nacTi, 1i Micus y 3araiabHid
CHCTEeMi 3HaHb MPO HPUPOAY 1 CYCHUIBCTBO Ta Y PO3BUTKY CYCHIJIBCTBA,
TEXHIKM 1 TEXHOJOTiHd, BUKOPUCTOBYBAaTH Pi3HI BUAU Ta (HOPMH PYyXOBOIi
AKTUBHOCTI JJIi aKTUBHOTO BIAMOYMHKY Ta BEJCHHS 3J0POBOTO CIIOCOOY
KUTTSL.

K3 8. ba3oBi 3HaHHS 3 akaaeMiuyHO1 KYJIbTYypH 1 aKaaeMidHOI TPaMOTHOCTI;
OCHOB EKOHOMIKM Ta MiANPHUEMHUIBKOI isSUIBHOCTI; HaOYTTs HaBHUYOK
KOMYHiKaIlii, JiJIepcTBO, 3AaTHICTh OpaTh Ha ceOe BIIMOBINATBHICTD 1
NpaIOBaTH B KPUTHYHUX YMOBaxX, BMIHHS 3a1aro/pKyBaTH KOH(IIKTH,
MIpaIfloBaTH B KOMaH]/II.

K3 9. 3patHicTe 10 IHIMIATMBHOCTI, BIAMOBIOAJBHOCTI Ta HABUYOK [0
0e3rmeyHoi JISTIBHOCTI BIJMOBIIHO 10 MaWOyTHBOTO mpodiIo podoTH,
rajry3eBHX HOPM 1 MpaBJI, @ TAKOK HEOOX1THOTO PiBHS 1HAMBINYaJIbHOTO Ta
KOJIEKTUBHOTO PiBHS O€3IMEKH Y HAJA3BHYAHUX CUTYaIisX.

daxoBi KOMIIETEHTHOCTI

K® 1. 3natHicTh 3aCTOCOBYBATH 3aKOHOaBUY Ta HOPMATHUBHO-TIPABOBY 0as3y,
a TaKOX JIep KaBHI Ta MIXXHAPOJIHI BUMOTH, TIPAKTUKH 1 CTAHJIAPTH 3 METOIO
3niicHeHHA TmpodeciiiHol mismpbHOCTI B Tamysi iHdopMariiiHoi Ta/abo
KibepOe3nexu.




K® 2. 3parmicte 40 BHUKOpUCTaHHS iHGOpMAIiTHO-KOMYHIKAI[iHHUX
TEXHOJIOT1H, Cy4acCHMX METOIB 1 Mojened iH(opmalliiiHoi O6e3neku Ta/abo
KiOepOe3neKH.

K® 3. 3pgaTHicTh 10 BUKOPUCTAHHS MPOTPAMHHUX Ta MPOrpaMHO-arapaTHUX
KOMIUIEKCIB ~ 3aco0iB  3axucty  iHpopmauii B iHdopmauiiiHO-
TEJIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CHCTEMaX.

K® 4. 3narHicTs 3a06e31meuyBaTH HeNepepBHICTh O13HECY 3T'1IHO BCTAHOBIEHOT
MOITHKY 1H(OpMaIliiHo1 Ta/abo KibepOe3neKy.

K® 5. 3natnicte 3a0e3neuyBaTu 3axucT iH(opMmarlii, mo oOpoOiseTbes B
1H(pOpMaIIHHO-TEIEKOMYHIKAIIMHIX (ABTOMaTU30BaHUX) CHCTEMax 3 METOIO
peaitizalii BCTAaHOBJIEHOT MOJIITHKY 1H(QOpMaIliiiHOi Ta/abo KibepOe3neKH.

K® 6. 3natHicTh BITHOBIIOBATH IITaTHE (DYHKIIIOHYBaHHS 1H(OpPMAIIHHUX,
iH(pOpMaliifHO-TEIeKOMYHIKALIHHIUX (aBTOMAaTU30BAaHMX) CHCTEM ITIiCIS
peaizaiii 3arpos, 31iiHCHeHHs KibepaTak, 3001B Ta BiJIMOB Pi3HHMX KJIaciB Ta
OXOJKEHHSI.

K® 7. 3partHicTs BOpoBaIKyBaTH Ta 3abe3medyBaTH (YHKIIIOHYBaHHS
KOMIUIEKCHUX  CHCTEM 3axucTy iHpopmariii (KOMIUIEKCH HOPMAaTHBHO-
MpaBOBUX, OPTaHi3allifHUX Ta TEXHIYHUX 3ac00IB 1 METOMIB, MPOIEAYD,
NPAaKTUYHUX NPUHOMIB Ta iH.)

K® 8. 3nmarHicTh 3IIHCHIOBATH MPONEAYPH YIPABIIHHSA I1HIUJICHTAMHU,
IPOBOJIUTH PO3CIIIyBaHHA, HA/IaBAaTH iM OLIIHKY.

K® 9. 3parnicte 3milicHioBaTH npodeciiiHy AisSUIbHICT Ha OCHOBI
BIIPOBA/KEHOI CUCTEMH YIPaBJIiHHs iH(popMalliiiHo0 Ta/abo KibepOe3neKoro.

K® 10. 3natHicTh 3aCTOCOBYBATH METOJIM Ta 3aCO0M KpHUMOTOrpadidyHOro Ta
TEXHIYHOT'O 3aXUCTY iH(popMarii Ha 00’ ekTax iHPOPMALIHHOT TiSUTBHOCTI.

K® 11. 3parHicTh BHKOHYBAaTH MOHITOPHHI NpOILECiB (DYHKIIOHYBaHHS
iHpopManiifHuX, 1H(GOPMAIIHHO-TEICKOMYHIKAIIIMHUX (aBTOMAaTHU30BaHUX )
CHCTEM 3T1JTHO BCTAHOBJIEHOI MOJIITHKH 1H()OpMaIliitHO1 Ta/abo KibepOe3neKku.

K® 12. 3naTHicTh aHami3zyBaTH, BUSBIISATH Ta OLIHIOBATH MOXIIMBI 3arpo3H,
YPa3iaMBOCTI Ta AecTa0iNi3ylodi YMHHUKK 1HGOpPMALIHHOMY MPOCTOpPY Ta
iH(poOpMaIiifHIM pecypcaM 3TiTHO BCTAHOBJICHOI MOJIITUKOIO 1H(OpMaIliiHOT
ta/abo kibepbe3nexu.

7 — Ilporpamui pesyabTaTn HapyanHs (IIPH)

ITPH 1. 3acTtocoByBaTH 3HaHHS JEp>KaBHOI Ta 1HO3EMHHUX MOB 3 METOIO 3abe3nedeHHs e(PeKTUBHOCTI
npodeciiiHoT KOMYHIKAIIiT;

I[TPH 2. OpranizoByBat BiacHy npodeciiHy MisUIbHICTh, OOMpaTH ONTHUMAaIbHI METOIU Ta CIIOCOOH
PO3B’A3yBaHHs CKJIAJHHUX CIEIiali30BaHUX 33Jad Ta MPAaKTUYHHUX NpobieM y mpodeciiHiil TisiabHOCTI,
OIIIHIOBATH 1XHIO €()eKTHUBHICTD;

[TPH 3. BUKOpUCTOBYBAaTH pe3yabTaTH CaMOCTIHHOIO IMOIIYKY, aHaNli3y Ta CHHTe3y iH(opMarlii 3 pi3HUX
JoKepen 11 ePeKTUBHOTO PIllIEHHS CIIeIiali30BaHUX 3a1a4 MpodeciifHol AisIbHOCTI;

[1PH 4. AnanizyBatu, apryMeHTYBaTH, IpUHMAaTH PIiIIEHHS [IPHU PO3B’sI3aHHI CKIATHUX CIIEI[ialli30BaHUX
3a/1a4 Ta MPAKTUYHUX MpoOeM y mpodeciiHiil MIsTTBHOCTI, sIKI XapaKTepU3yIOThCS KOMIUICKCHICTIO Ta
HETMOBHOIO BU3HAYEHICTIO YMOB, BiJIMOBIIaTH 32 MPUMHATI PILICHHS;

I[TPH 5. ApmantyBatucsi B yMOBax 4YacTOi 3MiHM TEXHOJIOTiH MpodeciiHOi MisSIbHOCTI, MPOTHO3YBATH
KIHLIEBUH pe3yibTar;

I[TIPH 6. KpuTu4HO OCMHUCIIOBaTH OCHOBHI TeOpii, NMPUHIMIKA, METOAW 1 TOHATTS y HaBYaHHI Ta
npodeciiiHiil JiSTBHOCTI;

ITPH 7. lisTi HAa OCHOBI 3aKOHOJaBYOi Ta HOPMATHUBHO-TIPABOBOi 0a3u YKpaiHW Ta BUMOT BiJMOBIIHUX
CTaHJapTiB, B TOMY YHCIIi MDKHApOAHUX B ranysi iHpopmariitHoi Ta/abo kibepOe3nexu;

I[TPH 8. I'otyBaTu mpomo3uilii 70 HOPMAaTHBHUX aKTIB IIOA0 3abe3nedyeHHs iH(opMalliiftHoi Ta /abo
kibepbe3nexu;

I[TPH 9. BunpoBamkyBaTu TpoIecH, IO 0a3ylOThCs Ha HAIllOHATBHUX Ta MDKHAPOJHHMX CTaHIapTax,
BUSIBJICHHS, 11IeHTH(IKAIli1, aHaII3y Ta pearyBaHHs Ha iHIMIEHTH iHpopMaliifHoi Ta/abo KibepOe3neku;
ITPH 10. BukonyBartu aHaji3 Ta JeKOMITO3HII0 iHPopMaliiftHo-TernekomyHikamiitHux cuctem (ITC);




[TPH 11. BukonyBaTu aHai3 3B’ s13KiB Mixk iHOpMaIIHHUMU MTPOLIeCaMU Ha BiJJaIEHUX O0UHCITIOBATbHUX
cHCTeMax;

ITPH 12. Po3pobasTi Moieni 3arpo3 Ta MOPYIIHHKA;

I[TPH 13. AmnanizyBatu mpoektu [TC 0Ga3yrounch Ha CTaHIAPTU30BAHHMX TEXHOJOTIAX Ta MPOTOKOJIAX
nepenayi 1aHux;

[TPH 14. BupimyBatu 3aBaaHHs 3aXUCTy MporpamM Ta iHdopmarlii, 1o o0po0iseTsess B iHGOpMaIliiiHo-
TEJIEKOMYHIKAallIHHUX CHCTEM IMPOrpamMHO-arapaTHUMHU 3aco00aMU Ta JaBaTH OLIHKY SKOCTI MPUUHSATHX
pIIIEHB;

I[IPH 15. BukopuctoByBaTHM CydacHE IporpaMHO-anapaTtHe 3a0e3neueHHs  iHopMaliiHo-
KOMYHIKAI[IHHUX TEXHOJIOT'1i;

ITPH 16. PeanizoByBaTH KOMILJIEKCHI CHCTEMH 3axHCTy iH(popmarlii B aBToMatn3oBanux cucremax (AC)
oprasizaii (manprueMcTBa) BiMOBIIHO 10 BUMOT HOPMATHUBHO-TIPABOBHUX JOKYMEHTIB;

I[TPH 17. 3abe3meuyBaTu TMpoIeCcH 3aXHCTy Ta (YHKIIOHYBaHHS 1H(POpPMAIIHO-TEIECKOMYHIKAIIHHIX
(aBTOMAaTHM30BaHMX) CHUCTEM HA OCHOBI NMPAaKTHK, HABUYOK Ta 3HAaHb, IIOJO0 CTPYKTYPHHUX (CTPYKTYpHO-
JIOTIYHUX) CXEeM, TOMOJOTil MEpeXi, CYJaCHHUX apXiTeKTyp Ta MOJEIeH 3aXHUCTy eJIEKTPOHHHUX
iHpopMaliifHUX pecypciB 3 BiJOOpaKEHHSAM B3a€MO3B’S3KiB Ta iH(GOpPMAIiIMHUX MMOTOKIB, MPOLECIB AT
BHYTPIIIHIX 1 BIATaIEHUX KOMITOHEHT;

[TPH 18. BukopucTtoByBaTH MporpamHi Ta MpOrpamMHO-anapaTHi KOMIUIEKCH 3aXHUCTy iH(opMariitHux
pecypciB;

I[TPH 19. 3acrocoByBatu Teopii Ta MeTOIM 3axXMUCTy s 3abe3meueHHs Oe3neku iHQopmarii B
iH(OpMaIIHHO-TEIEKOMYHIKAIlIMHIX CHCTEMaX;

ITPH 20. 3abe3neuyBaTi (QYHKIIOHYBaHHS CIEIIaIbHOTO MPOTPAMHOTO 3a0e3MeYeHHs, 100 3aXUCTY
iHpopmarii  Big pyHHYIOUMX TPOTPaMHUX  BIUIMBIB, pYWHYIOUHMX KOHIIB B  1H(pOpPMAIIHHO-
TEJIEKOMYHIKALIHHUX CUCTEMAaX;

[TPH 21. BupimyBaru 3amaui 3a0e3reueHHs Ta CynpoBOAY (B.T. YHCIIi: OTJIS, TECTyBaHHS, IMiI3BITHICTD)
CHCTEMH YIIPaBIIHHSA JIOCTYIIOM 3TiHO BCTAQHOBJIEHOI TMOJITUKKA Oe3neku B iHPOpMamiiHUX Ta
iH(OopMaIlIHHO-TEICKOMYHIKaIlIHHUX (aBTOMaTH30BaHUX) CHCTEMaXx;

[1PH 22. BupimyBatu 3agadi ynpaBiiHHA Npoueaypamu ineHtudikanii, aBreHTH(]iKamii, aBropu3arii
MIPOIIECiB 1 KOPUCTYBaUiB B IHPOPMAIIHHO-TEICKOMYHIKAIlIMHIX CUCTEMAaX 3T1THO BCTAHOBJICHOT MMOJITUKH
iHpopmaniiiHoi i/abo Kibepoe3neku;

[TPH 23. PeanizoByBaTH 3aX0Au 3 TPOTUI1i OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYITY A0 1H(POpMaIIHHUX
pecypciB 1 mporeciB B iHpopMmamiiiHuX Ta iHPOpMAIifHO-TEIEKOMYHIKAIIMHUX (aBTOMATH30BAHHX )
cucTeMax;

[IPH 24. BupimryBaTu 3ajadi YOpaBJIiHHS JOCTYHOM J0 iH(OpMAIifHUX pecypciB Ta MpOLECiB B
iHpopmariiHux Ta 1HGOPMAIIHO-TEIEKOMYHIKAIIIHHUX (aBTOMATH30BaHWX) CHCTEMaX Ha OCHOBI
MOJIeTIel YIpaBIliHHS JOCTYIOM (MaHIAaTHUX, TUCKPEHIHHUX, POJIbOBUX );

I[TPH 25. 3abe3neuyBaTd BBEICHHS IMMIA3BITHOCTI CHUCTEMHU YIPABIiHHS TOCTYIIOM 0 EJICKTPOHHHUX
iHpopMaliifiHuX pecypciB 1 TmpoleciB B iHPOpMaUidHUX Ta i1HPOPMALIHHO-TENIEKOMYHIKAIIHHUX
(aBTOMATH30BaHMX ) CHCTEMAaX 3 BUKOPUCTAHHIM JKYPHAJIIB PEECTpAIlii MOIIH, IX aHaJIi3y Ta BCTAHOBJICHUX
IPOIEIyp 3aXUCTY;

[TPH 26. BnpoBamkyBatu 3axoau Ta 3a0e3ledyBaTi peasizaiilo MpoIeciB MOMepeKEHHS OTPUMaHHIO
HECAHKIIIOHOBAHOTO  JIOCTYNmy 1 3axucTy iHpopMmamiiHuX, iHpOpMaLiiHO-TENIEKOMYHIKAIIHHUX
(aBTOMATH30BaHMX ) CUCTEM Ha OCHOBI €TaJIOHHOI MOJIEJ1 B3a€EMO/I1i BIIKPUTHX CUCTEM;

I[IPH 27. BupimyBaTu 3amadi 3aXuUCTy NOTOKIB MJaHUX B iH(QOpMamiiHUX, iHPOpMaLiiHO-
TEJEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHCTEMaX;

ITPH 28. Anani3yBaTH Ta MPOBOJUTH OLIIHKY €()eKTUBHOCTI Ta PiBHS 3aXUIIIEHOCTI pECYPCIB PI3HUX KJIACiB
B 1HpopmariiHux Ta 1H(QOpPMAIIMHO-TEICKOMYHIKAIlIMHNX (aBTOMAaTH30BaHUX) CHCTEMax B XOJi
MpOBE/ICHHS BUMPOOYBaHb 3TiIHO BCTAHOBJIICHOI MOMITUKH 1H(pOpMaliifHoi 1/abo kibepOe3neKy;

I[TPH 29. 3piiicHiOBaTH OIIIHIOBAHHS MOJKJIMBOCTI peaii3aiii MOTEHIIHHUX 3arpo3 iHdopmartii, 1o
00pobnseTbess B 1HPOPMALIHHO-TENIEKOMYHIKAIIHHIX CUCTEMax Ta €()EeKTUBHOCTI BHKOPHUCTAHHS
KOMIUJIEKCIB 3aC001B 3aXHCTY B YMOBaX peaiizailii 3arpo3 pi3HUX KJIaciB;

I[MPH 30. 3gilicHroBaTH OILIIHIOBaHHS MOXIIMBOCTI HECAHKIIIOHOBAHOTO JOCTYIy  JIO €JIEMEHTIB
iH(OpMaIIHHO-TEIIEKOMYHIKAIlIHHUX CUCTEM;

ITPH 31. 3actocoByBaTH Teopii Ta METOAM 3aXHUCTy A 3a0e3redyeHHs Oe3NeKn eIeMeHTIB iHpopMaLiiHo-
TEIEKOMYHIKAI[IHHUX CUCTEM;




[IPH 32. BupimyBaTu 3aaa4i yOpaBiiHHS TIpolleCaMH BiJHOBJIEHHS INTAaTHOTO ()YHKIIOHYBaHHS
iH(OpMaIIHHO-TEIICKOMYHIKAIlIMHUX CHUCTEM 3 BHKOPHCTAaHHSIM TMIPOIEAYP pE3EpBYBaHHS 3T1IHO
BCTAHOBJICHOI MOJITUKU OC3IICKH;

[TPH 33. BupimyBaTu 3a/1a4i 3a0e3meueHHs Oe3rmepepBHOCTI O13HEC MPOIIECiB OpraHi3allii Ha OCHOBI Teopii
PH3UKIB;

I[TPH 34. IlpuitmaTi ydacTh y po3poOIll Ta BIPOBAKEHHI cTparterii iHdopmariiiHoi Oe3neku Ta/abo
Ki0epOe3neKu BiAMOBIAHO 0 Il 1 3aBAaHb OpraHizariii.

[TPH 35. BupimryBatu 3aga4i 3a0€3Me4eHHS Ta CYIPOBOY KOMIUJIEKCHUX CHCTEM 3axHUCTy iHpopmarltii, a
TaKOX MPOTHIIi HECAHKIIIOHOBAHOMY JIOCTYITY J10 iH(OpMAIiHHIX pecypciB 1 MpoLeciB B iHPOpMaLiHHUX
Ta iHQOpMAIlIITHO-TEIEKOMYHIKAI[IHHUX (aBTOMAaTU30BaHUX) CHCTEMax 3TiAHO BCTAHOBJICHOI MONITHKU
iHpopmariiinoi i\abo kibepoOesmexw;

ITPH 36. BusBnsatu HeOe3IeUHI CUTHAIM TEXHIYHUX 3aCO0IB;

[TPH 37. BumiptoBatn mapamerpu HeOE3MEYHMX Ta 3aBaJIOBUX CUTHATIB TiJ] 4ac 1HCTPYMEHTAIBHOTO
KOHTPOJIIO TMPOLIECiB 3aXUCTy iH(popMallii Ta BU3HAYATH €()EKTUBHICTh 3aXUCTY BiJl BUTOKY TEXHIYHUMHU
KaHaJIaMH BIATOBIIHO 10 BAMOT HOPMAaTUBHUX JOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXHCTy iH(OpMaIrii,
I[TPH 38. InTepmperyBaTu pe3ynbTaTH TPOBEICHHS CIELiAIbHUX BHUMIPIOBAaHb 3 BUKOPUCTAHHSAM
TEXHIYHUX 3aC001B, KOHTPOJIO XapaKTEPUCTUK 1HPOPMAIIHO-TEICKOMYHIKAIIIHHUX CHCTEM BIIOBIIHO
710 BUMOT HOPMaTHBHHX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTy iH(popMmallii;

ITPH 39. IlpoBoauTu aTecTariito (CUparoyuch Ha OOJIIK Ta OOCTEKEHHS) PEKUMHUX TEPUTOPIH (30H),
OPUMILICHb TOLIO B YyMOBax MAOACP)KAaHHS PEKHUMY CEKPETHOCTI 13 (PIKCYBaHHSAM pe3yNbTaTiB y
BIJIMOBITHUX JOKYMEHTAX;

I[IPH 40. InTtepnperyBaTu pe3ylbTaTH IPOBEICHHS CIELiAIbHUX BHUMIPIOBAaHb 3 BUKOPUCTAHHSAM
TEXHIYHUX 3ac00iB, KOHTPOt0 Xapakrepuctuk ITC BiamoBiZHO 1O BUMOT HOPMATHUBHUX JTOKYMEHTIB
CHCTEMH TEXHIYHOTO 3aXUCTY iH(popMarlii;

[TPH 41. 3abe3neuyBaTy HEMIEPEPBHICTH MPOIIECY BEICHHSI KypHAIIB peecTparlii Mo Ta iHIMACHTIB Ha
OCHOBI aBTOMaTHU30BaHUX MPOLEAYD;

[TPH 42. BripoBa/pkyBaTH MpoOIleCH BHUSBJICHHS, iAeHTU(IKAIlT, aHATI3y Ta pearyBaHHS Ha IHIMICHTH
iHpopmaniiiHoi i/abo Kibepoe3neku;

ITPH 43. 3actocoByBaTy HaIllOHAJIBHI Ta MIXXHAPOIHI PETYJIOI0Yi akTH B cepi iHpopMalliiiHoi Oe3mnekn
Ta/ abo kibepOe3mneKky A po3ciiaAyBaHHs IHIUACHTIB;

[1PH 44. BupimyBaTu 3a/1a4i 3a0e31eueHHs Oe31mepepBHOCTI O13HEC MPOIIECiB OpraHi3allii Ha OCHOBI Teopii
PHU3UKIB Ta BCTAHOBJIECHOI CHCTEMH YMpPAaBIiHHS iHPOpMaLiiHOIO OE3MeKOI0, 3TiHO BITYM3HSIHUMH Ta
MDKHApOJHUMH BUMOTaMH 1 CTaHAapTaMH,

ITPH 45. 3acTocoByBaTH pi3HI KJIacH MOJITUK iH(opMariitHoi Ta/abo KibepOe3neku, mo 6a3yloTbes Ha
PH3HUK-OPIEHTOBAHOMY KOHTPOJII JOCTYMY 70 1HPOPMAIITHUX aKTUBIB,;

I[IPH 46. 3niificHioBaTH aHali3 Ta MiHIMI3alil0 pHU3UKIB 00poOKkM iH(opmarii B iHopmaLiiHO-
TEIEKOMYHIKAI[IHHUX CUCTeMaX;

I[IPH 47. BwupimyBatu 3ama4di 3axucty iHopmarii, mo o0pobnserbcs B  iHpopMaLiiHO-
TENIEKOMYHIKAI[IHHUX CUCTEMaX 3 BHKOPHUCTAHHIM Cy4YaCHHX METOMAIB Ta 3ac00iB KpHUNTOrpagiqHOTro
3axucTy iHhopMarii;

[TPH 48. BukoHyBaTu BIPOBaPKEHHS Ta MiATPUMKY CUCTEM BHUSBIICHHS BTOPTHEHb T4 BUKOPUCTOBYBATH
KOMIIOHEHTH KPUIITOrpadidHOro 3aXuCTy Uit 3a0e3neueHHsI He0OX1AHOTO PiBHA 3aXUIIEHOCTI iH(popMariii
B 1H(OpMAIIITHO-TEJICKOMYHIKAIITHUX CHCTEMaX;

ITPH 49. 3abe3neuyBaTu HanexHe (QYHKIIOHYBaHHS CUCTEMH MOHITOPHHTY iH(OpMAaIiiiHUX pecypciB i
MpoIIeCiB B IHPOPMAIIIHO-TEICKOMYHIKAIIHHUX CUCTEMaX;

ITPH 50. 3a6e3neuyBatu (pyHKI[IOHYBaHHS IPOTPaMHUX Ta IPOrPaMHO-ANAPATHUX KOMIUIEKCIB BUSBICHHS
BTOPTHEHb PI3HUX PIBHIB Ta KJIAaCiB (CTATUCTUYHUX, CHTHATYPHUX, CTATUCTHYHO-CUTHATYPHUX );

I[IPH 51. IlinTpumyBaTu mpare3iaTHICTh Ta 3abe3rnedyBaTH KOH(DIrypyBaHHS CHCTEM BHSBIICHHS
BTOPTHEHb B iHQOPMAIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX;

I[IPH 52. BukopucTOoBYBaTHM IHCTPYMEHTapiii [Uii MOHITOPUHIY TpOLECiB B iH(OpMaLiiHO-
TEJEKOMYHIKAI[IHHUX CUCTeMaX;

ITPH 53. BupimryBatu 3aaa4i aHaiizy IporpaMHOTO KOy Ha HasBHICTh MOXKIIUBUX 3arpo3;

[TPH 54. YcBimommioBaTH IIHHOCTI TPOMAJSHCHKOTO (BUIBHOTO JEMOKPAaTHMYHOIO) CYCHIIBCTBA Ta
HEOOXITHICTh MOT0 CTajJoro po3BUTKY, BEPXOBEHCTBA IpaBa, MpaB 1 CBOOOJ JIOAMHU 1 TpoMajisHUHA B
VYkpaisi.




ITPH 55. BupimyBatu npodeciiini 3amadi TisIbHOCTI, TOB’s3aH1 3 3a0€3MEeYeHHAM JKUTTS, 3/10pOB’S 1
Mpare31aTHOCTI MmiJg 4ac POOOTH, OIIHIOBAaTH CEpENOBHINE TepeOyBaHHS MO0 OCOOHMCTOI Oe3MeKH,
0e3MeKn KOJIEKTUBY, CYCHUIbCTBA; AaHANI3yBaTH HAWBAXJIMBILI TEHAEHI] PO3BUTKY BITUM3HAHOI
KYJIbTYpH, aHAI3yBaTH MPOOJIEMH Cy4aCHOTO KyJbTYPHOTO PO3BUTKY; BUKOPHCTOBYBATH Pi3HI BHJIU Ta
(dbopMu pyxOBOi aKTUBHOCTI JIJIsi aKTUBHOTO BiIMIOYMHKY Ta BEJIEHHS 3JI0POBOTO CIIOCOOY KUTTS 3 METOIO
30epeXeHHS Ta 3MIITHEHHS BIACHOTO 3/I0POB 4.

I[IPH 56. Bectu ninoBi po3MOBHM, BH3HAYaTH i OLIHIOBAaTH NPUYMHU BUHUKHEHHS TPYAHOILIB IpU
KOMYHIKaIlisfx, OpMyBaTH BJIACHHM NIJTIOBUH 1MIJK, KOHCTPYKTHBHO BUPINIYBaTH KOH(IIKTHI CUTYaIlii;
BECTH PO3TOPHYTUH MOHOJIOT (JIeKIit0) 3 (paxoBoi mpobiemaTuk, (JOpMyBaTH BIACHY CTPATETIIO KUTTS,
CTpAaTerilo yCIIiXy, aHaJi3yBaTu Ta CTBOPIOBATH MEia-KOHTEHT; PO3YMITH €KOHOMIYHI KaTeropii, 3aKoHH,
MPUYMHHO-HACIIIKOB] Ta (DYHKITIOHAIBHI 3B’ S3KH, AKI ICHYIOTh MK MpOIIECAaMU Ta SIBUIIAMU Ha PI3HUX
PIBHSX EKOHOMIUHUX CHCTEM, IEMOHCTPYBATH 3HAHHS T€OPiif, METOIB 1 (YHKIII MEHEHKMEHTY, 30upatu
Ta aHaJIi3yBaTH HEOOX1AHY (hiHAHCOBY 1H(OpPMAIIIFO.

8 — PecypcHe 3a0e3neueHHs peaJi3ailii nporpam

Kanpose 3a6e3neuennst | Kagpose 3a0e3neueHHs peanizaliii OCBITHbOI IPOrpamMH MOBHICTIO BiATIOBiAa€
JTIEH3IMHUM yYMOBaM TPOBA/KEHHS OCBITHBOI AisuibHOCTI. IligroroBky
¢axiBuiB cneuianbHocTi 125  «KibepOesneka Ta 3axucT iHopmaiii»
3a0€3MevyIoTh BHCOKOKBaJi(hiKOBaH1 HAyKOBO-TIEIaroT14H1 KaJipu

YHIBEPCHTETY.
MarepianbHo-Texniune | BinmoBigHO a0 JilEH31MHUX BHMOI OCBITHS TporpamMa Mae HeoOXigHe
3a0e3ne4eHHs MaTepiaibHO-TEeXHIYHE 3a0e3MeueHHs, 30KpeMa ayIuTOpHHUI Ta 06ibaioTedHi

dboHAM, CydYacHe TMporpaMHO-amapaTtHe 3abe3rnedeHHs i1H(OpMaIliiHO-
KOMYHIKAI[iIfHUX TEXHOJIOTiH, KOMIT'IOTepPHI KJacH, MYJIbTUMEIIHHUN
KOMIUJIEKC, TYPTOXKUTKHU Ta 00’ €KTH COIIaIbHO-TIO0YTOBOT IHPPACTPYKTYPH.
Komm’rorepni  nabGoparopii  OCHamieHI Cy4acHUMH  IEPCOHAJIbHUMHU
KOMIT IOTEpaMH 1 MIAKIIOYEH] JO JIOKAJbHOI KOMIT IOTEPHOI Mepexi
YHIBEpCHUTETY Ta MalOTh BUXiJ 10 Internet.

Indopmaniiine Ta | HaByanbHO-MeToanuHe 3a0e3nedeHHs HaBYANbHUX JUCHMIUIIH (poOoui
HABYAJIbHO-METOJAMYHE | IpOrpamMu, CHIa0ycH, KOHCIEKTH JIEKI[il, METOAWYHI MaTepiand s
3a0e3neyeHHs IPOBEJCHHS MpaKkTUYHUX (71a00OpaTOpHUX) 3aHATh, CaMOCTIMHOI Ta

1HAMBITyaIbHOT pOOOTH 3100yBayiB BUIIOT OCBITH, KYPCOBHX POOIT, 3aBAAHHS
JUIT  TIOTOYHOTO Ta  TIJCYMKOBOTO  OIIIHIOBaHHS  3HaHb, MEPeIiK
PEKOMEHI0BaHO1 JIITEPATypH TOIIO) MPEJCTABICHO B CUCTEMI IUCTAHIIHHOTO
HaBuanHs MOODLE HY «YepHiriBcbka momiTexHika». 3100yBadi BUIIOT
OCBITH Ta BHMKJIaJa4l MOKYTh BUKOPHUCTOBYBATH 0ibiioTeuHo-iH(popMariiiny
CHUCTEeMy, HayKoBy O0i0mioreky VYHiBepcurery. IHdopmariitHi pecypcu
0107iOTeKN 3a OCBITHBOIO TPOTpamMor0  (HOpPMYIOThCS BIAMOBIIHO JO
MpeAMETHOT 00J1acTi Ta CydaCHUX TEHACHIIIN HAyKOBUX JTOCIIKEHD Y Tamy3i.
Pecypcu HaykoBoi 6i6miotekun HY «UepHiriBchka MOMITEXHIKa» JOCTYIIHI
4yepe3 BHYTPIIIHIO Ta 30BHINIHIO MEPEK.

9 — AkageMiuHa MOOLIBHICTD

HamionanbHa kpenuTHa | Peanizyerbes B yHIBEpCUTETI BIANOBIIHO O BUMOT YHHHOTO 3aKOHO/IAaBCTBA
MOOITBHICTD Ta perymoerscs [loNoKeHHSAM Mpo akaAeMiyHy MOOUIBHICTh YYaCHUKIB
ocBiTHBOTO TIporiecy HY «YUepHiriBcbka MoJIiTEXHIKa.

Ha ocHoBi aBocTopoHnHiX g0roBopiB Mixk HY «YepHiriBchka momirexHika» Ta
3aKJIa1aMH BUIIO1 OCBITH YKpaiHH.

Kpenutu, otpuMmani B 1HIINX YHIBEepcUTeTax YKpaiHH, Iepe3apaxoByIOThCS
BinnoBiHO 10 [lopsiaky BHU3HAYEHHS aKaJAeMIdHOI PI3HMII Ta BU3HAHHSI
pe3yabTaTiB MOMEpPEeIHhOr0 HaBuaHHS B HarioHaibHOMY YHIBEpCUTETI
«YepHITiBChbKa MOJTITEXHIKAY.

Mixknapoana kpeauTHa | PeanizyeTbcs B yHIBEpPCUTET] BIIOBITHO 10 BUMOI YHHHOTO 3aKOHO/IaBCTBA
MOOIJIBHICTH Ta perynoerbess [lomokeHHAM Mpo akaaeMiyHy MOOUIBHICTh YYaCHUKIB
ocBiTHROTO Tporiecy HY «YepHiriBchka MOJTITEXHIKa.

Axagemiuda MoOuUTbHICTF 3BO 3miliCHIOETRCS Ha MIACTaBl yroa mpo
ciBpoOITHUIITBO Mixk HY «UepHiriBchbka MoIiTeXHiKa» Ta 3aKj1alaMy BUIIO]
OCBITH 3apyOKHUX KpaiH-TIapTHEPIB, 3aTBEP/HKEHUX B YCTAHOBICHOMY




NOPS/IKY 1HIMBIAYalIbHUX HABYAJIBHHUX IUIAHIB Ta poOOYMX Mporpamam
HaBUYaJIBHUX JUCIUIUTIH. [HIMBiAyanpHa akajgeMidyHa MOOUTBHICTH MOXJIMBA
3a paXyHOK ydJacTi y nmporpami «Epa3zmyc+y Ta IHIIUX mporpam).

HaBuannsa
3100yBaviB
OCBITH

iHO3eMHHX
BHIIO1

3MIMCHIOETBCA 3TITHO 3 BHMOTaMH YHMHHOTO 3aKOHOMABCTBa, [lopsaky
opranizauii HaOopy Ta HaByaHHA (CTaXyBaHHS) IHO3EMIIB Ta oci0 0e3
rpoMansacTBa y HY «UepHiriBcbka mosiTexHikay.




2. [lepenik KOMIOHEHT OCBITHLO-MPOdeciiiHOI MporpamMu Ta iX Joriyna

MOCJIIOBHICTH
2.1 Ilepenik kommoneHT OIl
Kon u/n KoMIoHeHTH OCBITHBOI ITporpamMu (HaB4aIbHi KinpkicTh dopmMma MiJICYMK.
JTMCLUIUTIHU, KypCOBi MPOEKTH(POOOTH ), IPAKTHKH, KpeIuTiB KOHTPOJIIO
kBamidikaiiiina podoTa
2 3 4
0O60r’sa3k0Bi komnonenTu OII (OK)
OK 1 IcTopist ykpaiHCBbKOT IEpKABHOCTI 1 KYJIbTypH 4 eK3aMeH
OK 2 dinocodis 4 CK3aMeH
OK 3 daxoBa ykpaiHChKa MOBa Ta OCHOBH JILJTOBOT 4 CK3aMEH
KOMYHIKaIlii
OK 4 AHrifickka MoBa Mpo(deCciftHOTO CIPSIMYBaHHS 16 mudepentiioanmi
3aJl1K, CK3aMCH
OK 5 besneka JXUTTEMIsITLHOCTI Ta OCHOBA OXOPOHH Ipalli 3 mudepentifioannii
3aJI1K
OK 6 OcHOBHM aKka/IeMIYHOTO MHUChMa 3 mubepeniioBanii
3aJI1K
OK 7 I'pomagsHChKa OCBiTa 3 mudepentiioBanii
3aJI1K
OK 8 @Di3uyHe BUXOBAHHS 12 3aJTiK
OK 9 Buma maremaruka 9 eK3aMeH
OK 10 | ®i3uka 3 maepenuioaruii
3aJI1K
OK 11 | ImdopmaTuka 5 eK3aMeH
OK 12 | Indopmauiiina Oe3neka aep>kaBu 3 udepentiioBanmii
3aJI1K
OK 13 | Teopis pu3ukiB 4 eK3aMeH
OK 14 | Texnosorii mporpamMmyBaHHs; 4 eK3aMeH
OK 15 | [IporHo3yBaHHsI Ta MOJIEIIOBaHHS 4 mudepentiiioanni
3aJI1K
OK 16 | OcHoBH KpunrorpagiuHoro 3axucry inopmariii 6 ex3amen/ KCP
OK 17 | Web-rexnoorii 5 eK3aMEH
OK 18 | ApxiTekTypa KOMI IOTEPHUX CHCTEM 4 €K3aMeH
OK 19 Omneparriiiii CUCTEMH 5 eK3aMeH
OK 20 | ba3u nanux 6 ex3amen/ KCP
OK 21 | Komm totepHi Mepexi 6 ex3amen/KI1
OK 22 | KommuiekcHi cucteMu 3axucty iHhopmartii 6 ex3amen/KI1
OK 23 | MenemxMeHT iHpopManiiHoi Oe3neKu 3 uadepeniioBanmii
3aJI1K
OK 24 | Komn’roTepHi YUCIIEHHS 4 madepeniHoBaui
3aJI1K
OK 25 | be3neka KOMIT IOTEPHUX MEPEXK 5 €K3aMEH
OK 26 | Cucremu TEXHIYHOTO 3aXHCTy iHMOpMaItii 5 eK3aMeH
OK 27 | IIporpamumii 3axuct iHpopmarii 4 €K3aMeH
OK 28 | ComianbHa iHKeHepis 4 mudepennioBarmuii
3aJ1K
OK 29 | besmneka indopmariii B iHpopMaliiifHo- 3 mudepentifioanmii
KOMYHIKAI[IHHUX CHCTEMax 3aJIK
OK 30 | InnunenTu indopmariiiiHoi Oe3nexu 6 CK3aMeH
OK 31 | AnminictpyBannst Unix-mogiOHHX cucTeM 3 mudepentifioanmii
3aJ1K
OK 32 | OG’exTHO-Opi€EHTOBAHE MPOrpaMyBaHHS 3 mudepentifioanmi
3aJ1K
OK 33 | MarematnuHi OCHOBH Kpunitorpadii 3 mudepentifioanmii
3aJI1K
3araabHuii 00cAr 000B’I3KOBUX KOMIIOHEHT: 162




Kox u/n KomnoneHTH ocBiTHBOI ITporpamu (HaBYaIbHi KinpkicTh dopma miICyMK.
JTUCIUTIIIHU, KYPCOB1 MPOEKTH(POOOTH), MPAKTHUKH, KpEIUTIB KOHTPOJTIO
kBasidikariiina podora
Bubipkosi komnonentu OII (BK)
BK 1.1. | KopnopatusHa KyneTypa 3 nudepeniiiopanuii
3aJ1K
BK 1.2. | Tpeninr-kypc «lIcuxosnoris AiJIOBUX BiJTHOCHH» 3 mubepeniioBanmi
3aJ1K
BK 1.3. | Putopuka 3 nudepeniiiopanuii
3aJI1K
BK 1.4. | Tpeninr-kypc «JlizepctBo Ta «team-building»» 3 JudepeniiioBanmui
3aJI1K
BK 1.5. | KomyHikamiitHuii MEHE>KMEHT 3 mudepentitionannii
3aJI1K
BK 1.6. | Tpeninr-kypc «KpearuBHe MUCTICHHS Ta 3 HHCl)epeHui'ﬁOBaHHﬁ
IHTEIIEKTyaIbHA BIIACHICTH 3almK
BK 1.7. 3 JuQepeHiHoBanmit
[Icuxoorist BILIUBY 3aJK
BK 1.8. 3 JuQepeHiHoBanuit
ITcuxosoris ycmixy 3K
BK 1.9. 3 nudepeniiioBanuii
Tpeninr-kypc «CydacHi Menia» 3aiK
BK 1.10. 3 nudepenIiioBanuii
Generalist-kypc 3aliK
BK 1.11. 3 nudepeniiioBanuii
[IpesenTairii: MucTenTBO €(heKTUBHOT KOMYHIKAIIi1 3aiK
BK 1.12.| Jucnumutiaa Ha BuOip 3 inmoi OI1, sika hpopmye 3 mudepentiioBanii
couianbH1 HaBUUKH (soft skills) samK
3araabHuii 00CAT BUOIPKOBUX KOMIIOHEHT: (HeoOXiOHO 3
subpamu 1 oucyuniiny)
BK 2.1 | CyuacHa ekoHOMiKa 3 nugepenuiosanuit
3aJI1K
BK 2.2 | YnopaBninus 613HECOM 3 nuepenuiiosanuii
3aJI1K
BK 2.3 | ®inaHcoBa rpaMOTHICTh 3 augepenuiiopannuit
3aJI1K
BK 2.4 | dinancoBo-ekoHOMIYHA Oe3meka 3 mudepentitioanni
3aJI1K
BK 2.5 | Mapketunr 3 Z[H(I)CpeHHi'f/'IOBaHI/II‘/JI
3aJI1K
BK 2.6 | Tpeninr-kypc «Start up creation» 3 mudepentitioanni
3aJI1K
BK 2.7 | ExoHOMIiKa MiAIpUEMCTBA 3 nudepeniiiosanuit
3aJI1K
BK 2.8 | Jucuumuiina Ha Bubip 3 iHmoi OIl, ska popmye 3 mubepeniioBanmi
1 IPUEMHUIBKI HABUYKU 3aJIK
3aranbHuii 00cAr BUOIPKOBUX KOMIIOHEHT: (He0OXiOHO 3
suopamu 1 oucyunniny)
BK 3 Besneka B Smart TexHoIOTISX 4 €K3aMEH
BK 4 OCHOBHU HayKOBOTO JIOCITIPKEHHS 4 eK3aMeH
BK 5 Besneka onepaniiiHux cucreMm 4 €K3aMeH
BK 6 KoM roTepHa cxeMoTexHiKa 4 eK3aMeH
BK 7 Icuxosoris ynpaBiiHHS 4 €K3aMeH
BK 8 Kowmn’rorepna rpagika 4 €K3aMeH
BK 9 CucreMHe mporpaMyBaHHS 4 €K3aMeH
BK 10 | OcHOBU HaIlioHAIEHOT O€3MeKn 4 eK3aMeH
BK 11 CucreMu 6aHKIBCHKOI O€3MeKH 4 €K3aMeH
BK 12 | EnexTpoHHUH JOKYMEHTOOOIr 4 €K3aMeH
BK 13 ECM - cucremu 4 €K3aMEH
BK 14 ®Di314HI OCHOBU TEXHIYHHMX 3aC001B PO3BIAKH 4 €K3aMeH




Kox u/n KomnoneHTH ocBiTHBOI ITporpamu (HaBYaIbHi KinpkicTh dopma miICyMK.
JTUCIUTIIIHU, KYPCOB1 MPOEKTH(POOOTH), MPAKTHUKH, KpEIUTIB KOHTPOJTIO
kBasidikariiina podora

BK 15 | IudpoBa 06pobka curHamiis 4 eK3aMeH

BK 16 | Imitamiiine MoaenoBaHHS 4 €K3aMeH

BK 17 Emmipuyni gocimimKkeHHs 4 €K3aMeH

BK 18 | OcHOBM TecTyBaHHS IPOrpaMHOIo 3a0e3MeUCHHS 4 €K3aMeH

BK 19 | Opranizamiitne 3a0e3nedeHHs 3aXuCTy iHpopmartii 4 eK3aMeH

BK 20 | OcnoBu creranorpadii 4 eK3aMeH

BK 21 CuCTeMH MITYYHOTO IHTEICKTY 4 €K3aMeH

BK 22 | EkcneprtHi cuctemu 4 eK3aMeH

BK 23 | IIporpamyBaHHs MOOUIBHUX MPUCTPOIB 4 €K3aMeH

BK 24 | YnpaBniHHS poeKTaMu 4 eK3aMeH

BK 25 CucTemMu OXOpOHU JeP>KaBHOI TAEMHHUIII 4 eK3aMeH

BK 26 | Texnonorii mpuKIagHOTO MPOrpaMyBaHHs 4 €K3aMeH

BK 27 | 3axucr iHpopmalii B TETEKOMYHIKAIIHHUX CHCTEMax 4 €K3aMeH

BK 28 | Opranizauis Ta apxiTekTypa iHQpacTpyKTypu 4 €K3aMeH

BIJIKDUTHX KITIOUIB

BK 29 | 3axucr indpopmartii 4 €K3aMeH

BK 30 | Oprani3anis cneniajJbHOTo 1iJ0BOJICTBA 4 €K3aMeH

BK 31 JlaTuynky Ta BUKOHABYI MEXaHI3MH CHCTEM OC3MCKH 4 eK3aMeH

BK 32 | InTepHer po3Binka 4 €K3aMeH

BK 33 | Blockchain: ocHOBH Ta npuKIIaay 3aCTOCYBaHHS 4 eK3aMeH

BK 34 | Mepexi MOOUIBHOTO 3B’ 3Ky 4 €K3aMeH

3arajabHuii 00csTr BUOIPKOBUX KOMIIOHEHT: (HeoOXiOHO 60

subpamu 15 oucyuniin)

OK 34 | O3naiiomya npakTHKa 3 nudepeniiiosanuit
3aJI1K

OK 35 | HaBuanbHa mpakTHKa 3 maepennifoBaruii
3aJ1K

OK 36 | TexHosoriuaa npakTHKa 3 mubepeniioBanmi
3aJI1K

OK 37 | BupoOHuua mpakTuka 3 mapepeniiiopanmit

3ajiK

3ATAJIbHUM OBCST OCBITHHOI ITIPOI'PAMM

240




2.2. CrpykrypHo-joriyna cxema OII

CrpykrypHo-noridHa cxema gucuunnid OMMN «KiGepbaeneka»
cneyiansHocTi 125 KiGepbezneka Ta 3axucT iHdopmauii
ocBiTHbO-KiBanichikayiliHoro pieHA Bakanaep

Cemectp 1

Cemectp 2

Cemectp 3

Cemecrp 4

Cemectp 5

Cemectp 6

Cemectp 7

Cemectp 8

AucuunAaidK Ha
BuBip
BK1 1-BH1.12

JucuunaidHK Ha
enbip
BH3-BKB

AWMU KMnaiHm Ha
B BIp
BKZ.1-BK2.8

AHCUKNAHK Ha
BUG D
BH21-BH27

AucuunaiiK Ha
BMBip

BHS-BK14

Aucuunaing Ha
BMDip

BK15-BKZO

Ducuunnina Ha

BnGip
BK7, BKS

YMOBHI MO3HAYEHHA

BubipKoBi KOMNOHEHTH OCBITHLOT NpOTrpamMM




3. ®dopma arecrauii 3100yBa4iB BHILOI OCBITH

ATecTarlisi 311HCHIOETBCS y (POPMI €IMHOTO AEPKABHOTO KBATI(PIKALIHHOTO ICIIUTY
(EKT) abo aTecrarniitHoro icnuty y pasi He npoBeneHHs €J1KI.

€nuHnii nepxaBHUN KBai(DiKaIiHAN ICTIUT Ta aTeCTAllIMHUNA ICTTUT repeadadaroTh
OIIIHIOBAHHS JIOCATHEHB Pe3y/IbTaTiB HABUAHHS, BH3HAYCHUX BIJIIMTOBIIHUM CTaHIAPTOM Ta
I[1€0 OCBITHBHOIO TTPOTPaAMOIO.

Ha arecramito BHHOCHUTHCA CYKYNHICTh 3HAaHb, YyMiHb, HaBHUYOK, I1HIIHUX
KOMITETEHTHOCTEH, HAOYTUX 37100yBayeM BHIIO1 OCBITH Y MPOLIECI HaBYAHHS 3a JaHOIO
OCBITHBOIO ITPOTPAMOIO.

Jlo arecranii J0OMycKarThCs 3100yBayl BHUIIOI OCBITH, SKI BUKOHAJIW BCi BUMOTH

MpOTpaMH MiJATOTOBKH..



4. MaTtpuus BiAOBITHOCTI MPOrPaAaMHUX KOMIIETEHTHOCTE KOMIIOHEHTAM OCBITHBLOI MPOrpaMu

0060B’sa3k0Bi koMmnonenTn (OK)

OK 1.

OK 2.

OK 3.

OK 4.

OK 5.

OK 6.

OK 7.

OK 8.

OK 12.

OK 13.

OK 15.

OK 23.

OK 24.

OK 28.

+|0K 29.

OK 30.

K3 1.

+ |OK09.

+ |OK 10.

+ |OK 11.

+ |OK 14.

+ |OK 16.

+ |OK 17.

+ |OK 18.

+ |OK 19.

+ |OK 20.

+ |OK 21.

+ |OK 22.

+ |OK 25.

+ |OK 26.

+ |OK 27.

+ |OK 31.

+ |OK 32.

+ |OK 33.

+ |OK 34.

+ |OK 35.

+ |OK 36.

+ |OK 37.

K32.

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+

K33.

K3 4.

K35.

K3 6.

K37.

K3 8.

K39.

Ko 1.

Ko 2.

Ko 3.

Ko 4.

Ko 5.

Ko 6.

Ko 7.

Ko 8.

Ko 9.

K 10.

Ko 11.

Ko 12.
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K3 1.

K32.

K3 3.

K3 4.

K35.

K3 6.

K37.

K38

K39

Ko 1.

Ko 2.

Ko 3.

Ko 4.

Ko 5.

Ko 6.

Ko 7.

Ko 8.

Ko 9.

Kd 10.

Ko 11.

Ko 12.
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K3 1.

K3 2.

K3 3.

K3 4.

K35.

K3 6.

K37.

K38

K39

Ko 1.

Ko 2.

Ko 3.

Ko 4.

Ko 5.

Ko 6.

Ko 7.

Ko 8.

Ko 9.

Kd 10.

Ko 11.

Ko 12.




5. Martpuus 3a0e3neueHHs1 nporpaMunx pe3yabratiB HapuanHs (IIPH) BignoBinHuMU KOMIOHEHTAMH OCBITHBOI
NMporpamu.
060B’sa3k0Bi koMmnonenTn (OK)

N A S e B =l T T T < =T < - T = O~ O~ < = I IS I < = A - = < = B S
5|18|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8|8\8|8|8|8|8|8|8|8/8|8|8|58

ITPH 1 + + + + + + +

ITPH 2 + + + + + + + +

IIPH 3 + + + + + + + + + + + + + + + +

TIPH 4 + + + + + + + +

TIPH 5 ¥ " m

ITPH 6 + + + + + + + + +

ITPH 7 + + + + + + + +

ITPH 8 + + + +

TIPH 9 + + + +

TIPH 10 + + + + +

IMPH 11 + + + +

ITIPH 12 +

I1PH 13 + + + +

ITPH 14 + + +

TIPH 15 + + + + + + + +

ITPH 16 +

ITPH 17 + +

ITPH 18 + + + +

I1PH 19 + +
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ITPH 20

ITPH 21

ITPH 22

ITPH 23

ITPH 24

ITPH 25

ITPH 26

ITPH 27

ITPH 28

ITPH 29

ITPH 30

ITPH 31

ITPH 32

ITPH 33

ITPH 34

ITPH 35

ITPH 36

ITPH 37

ITPH 38

ITPH 39

ITPH 40

ITPH 41
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ITPH 42

ITPH 43

ITPH 44

ITPH 45

ITPH 46

ITPH 47

ITPH 48

ITPH 49

ITPH 50

ITPH 51

ITPH 52

ITPH 53

ITPH 54

ITPH 55

ITPH 56




Buoipkosi komnonentn (BK).

BK 1.1
BK 1.2
BK 1.3
BK 1.4
BK 1.5.
BK 1.6
BK 1.7
BK 1.8
BK 1.9
BK 2.1
BK 2.2.

BK 1.10.
BK 1.11
BK 1.12.

BK 2.3.
BK 2.4.
BK 2.5.
BK 2.6.
BK 2.7.
BK 2.8.

[MPH 1

[1PH 2 + |+

MPH 3

IMPH 4

[PH 5

[1PH 6

MPH 7

IMPH 8

IMPH 9

[MPH 10

[MPH 11

MPH 12

MPH 13

[1PH 14

[MPH 15

[MPH 16

MPH 17

IMPH 18

[MPH 19

[1PH 20

[MPH 21

MPH 22

MPH 23

[1PH 24

[1PH 25




BK 1.1.

BK 1.2.

BK 1.3.

BK 1.4.

BK 1.5.

BK 1.6.

BK 1.7.

BK 1.8.

BK 1.9.

BK 1.10.

BK 1.11.

BK 1.12.

BK 2.1.

BK2.2.

BK 2.3.

BK 2.4.

BK 2.5.

BK 2.6.

BK 2.7.

BK 2.8.

[1PH 26

[[1PH 27

[MPH 28

[MPH 29

[[1PH 30

MPH 31

MPH 32

MPH 33

MPH 34

[MPH 35

MPH 36

MPH 37

IMPH 38

MPH 39

MPH 40

IMPH 41

MPH 42

[1PH 43

[1PH 44

[1PH 45

[1PH 46

[[1PH 47

[1PH 48

[1PH 49

[MPH 50

[MPH 51

[MPH 52

[1PH 53

[1PH 54

[MPH 55

IMPH 56
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[1PH 23
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MPH 27
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MPH 42

[1PH 43

[1PH 44

[1PH 45

IMPH 46

TPH 47

MPH 48

[1PH 49

[MPH 50

[MPH 51

MPH 52

MPH 53

MPH 54

I[IPH 55
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